
Legal & Privacy Notice

At Excella, we respect an individual’s right to privacy and will do everything we can to com-
ply with current data protection legislation. This notice applies to both our day to day busi-
ness activities as well as to this website. It is intended to outline how we capture, handle and
store personal data as well as our purpose for doing so.We would encourage you to read this
policy carefully and contact us with any questions or concerns about our privacy practices.

Who we are?

Excella DAC is registered in Ireland at 2A Forest Cresent, Rathingle, Swords, Co Dublin. We
are registered with the Irish Data Protection Commission as a Data Processor. We collect and
process data on behalf of the insurance company that we have been engaged by and act in
their interests. The insurance company for whom we act is the Data Controller.

What information do we collect?

Full Name
Email address
Home address
Telephone numbers
Date of Birth
Gender
Location information
What you are doing when / status
Events attended
Status
Job position / title
Photographs
History / background
Place of birth
Insurance details
Medical information
Criminal record



CCTV footage
Video footage
Bank Account Details
Call recordings

Much of this information is provided to us by the Data Controller however, other information
is requested directly from the policyholder either in writing or directly at an interview.

From time to time, we may need to engage the services of a third party administrators. These
third parties are engaged to assist with claims in determining the cause of a loss or damage
sustained by a policyholder and would provide us with a report on that. Additionally we may
engage third party administrators for risk management purposes.

The types of personal data that can be received from these third party administrators include:
CCTV footage
Video footage
Photographs
Site Surveys
Risk Management & Underwriting reports

How do we use personal information?

Excella are Managing General Agents who are engaged by insurance companies to manage
accounts on their behalf. It is for this purpose that we collect and process personal data. This
management of underwriting & claims involves the collection and processing of data for:

Underwriting of Risks
Validation of claims
The detection and prevention of fraud
Reporting to the policyholder’s Insurance Company (Data Controller)

In addition to this, we will also use anonymised historical claims data for the purposes of
providing market trend and management information reports. The term “anonymised” means
that we have irreversibly removed all personal data from a record so that the data cannot be
used to identify the people that it relates to either by itself, if processed further, or if paired
with other information that could be in the public domain.

What legal basis do we have for processing your personal data?

When a policyholder takes out an insurance policy, they are entering into a contract with that
insurer to provide cover under agreed contract terms and conditions. Part of our investiga-
tion, is to ensure that these terms and conditions have been adhered to and it is for this “con-
tractual obligation”, that we collect and process personal data.

When do we share personal data?



In the event that a third party is engaged , a policyholder is always advised of the third
party’s details in advance and certain information will be passed to the third party to enable
them contact a policyholder and to carry out the investigations that have been requested.

This information may include:

Full Name
Email address
Home address
Telephone numbers
Location information
Synopsis of Claim
Photographs
History / background relevant to the claim under investigation

Excella have a Data Protection agreement in place with all third parties who we engage to as-
sist with the investigation of a claim.

Information is typically transferred between Excella and these third parties via secure email,
although larger documentation can be physically sent via recorded post.

Where do we store and process personal data?

All personal data that is provided to or collected by us, is stored in our IT system which is
only stored on Excella servers and computers.

Excella undertake to ensure that data is at all times stored and processed within both the
terms and spirit of the General Data Protection Regulations and that it will remain within the
European Economic Area.

How do we secure personal data?

All office locations are protected by firewalls and incoming access is restricted to secure Lo-
tus Notes or VPN access only. Our public website is externally hosted, therefore, HTTP ac-
cess is denied at all office locations.

Our email is routed through an external host where antivirus and malware scanning is carried
out. All outgoing email is transferred via forced Transport Layer Security (TLS).

All computers, laptops and mobile devices are encrypted and we do not allow the use of port-
able data devices such as USB drives for the storage or transfer of company data.

We also have a contract with an external IT security company who carry out regular unsched-
uled penetration tests to ensure the security of our networks.



Access to Excella offices are security controlled. Any visitors to the premises are required to
sign in and display a visitor pass which they hand back when leaving the building.

Excella operate a strict “clear desk” policy with all information concerning customers placed
in locked filing cabinets overnight.

All discarded paper is placed into a locked shredding box for secure shredding.

When physical files are taken from our offices, they are placed in a locked file security box.

The physical files of archived underwriting, claims and other files are stored in a secure file
storage facility in Galway.

How long do we keep your personal data for?

Excella will retain all data for a period of six years. Data is deleted twice yearly with data
that has passed the six year anniversary in the previous six months being deleted in June and
December each year.

All paper records are destroyed at this time. Anonymised records are retained in our IT sys-
tem with all other electronic records being deleted.

Call recordings are retained for a period of two years after the date of the call. However, if a
copy of a call recording is retrieved for any reason, it is copied into our IT system and then
retained along with all other electronic data for the six year period.

Your rights in relation to personal data

We would ask you to note that as Excella is a data processer, all requests for access or re-
moval of personal data will be immediately passed onto the relevant Data Controller for pro-
cessing.

Data Protection Officer

Our Data Protection Officer is Patrick Carr. He may be contacted via email at patrick@excel-
lamga.ie or via telephone on 086-7880208. Alternatively, if you wish to contact him in writ-
ing, your letter can be sent to: Excella MGA, 2A Forest Cresent, Rathingle, Swords, Co Dub-
lin.

Use of Cookies

This website is an information only website that does not employ the use of cookies. Excella
does not collect, store or utilise any information regarding visitors to this site.



Disclaimer

The information contained in this website is for general information purposes only. The in-
formation is provided by Excella and while we endeavour to keep the information up to date
and correct, we make no representations or warranties of any kind, express or implied, about
the completeness, accuracy, reliability, suitability or availability with respect to the website or
the information, products, services, or related graphics contained on the website for any pur-
pose. Any reliance you place on such information is therefore strictly at your own risk.

In no event will we be liable for any loss or damage including without limitation, indirect or
consequential loss or damage, or any loss or damage whatsoever arising from loss of data or
profits arising out of, or in connection with, the use of this website.

Every effort is made to keep the website up and running smoothly. However, Excella Limited
takes no responsibility for, and will not be liable for, the website being temporarily unavail-
able due to technical issues beyond our control.


